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- This entirs communication is classified S%E’T.

- Nature of Investigation: Intematidnal Terrorism (199M-MP-
€01320) .~ '

Bl :ull Field Investigation Initiated: 08/15/2001 (NONUSPER].

E Purpose ¢f this document: To advise the Faderal Aviation
Acministration (FAA) of a petantial threat to the security of
commercial aircraft,

- Investigative Baskground

'I' This investigzstion was initizted after Minneapclis
received information from Timothy Nelscon, employed by Pan Am
Internztional Flight Academy., 2600 Lone Oak Point, Eagan, Minnesota,
telephene (651) 208-1253, that he and co-workers were training =
student thay censidered suspicious.

ll' Pan Am Internatienal Flight Academy's Eagan Facility
is 2 fully accredited flight training center which uses Elight
simulators to train airline pilots from 2ll cver the world. Training
conducted there consists exclusiveély of initial training for persons
far edvenced in becoming airline pilots, or update/refresher Courses
given to active airline pilots. In both cases the typical gtudent
helds a Federzl Aviation Administration (FAA) Alrline Transport PLlot
(ATP) rakting or foreign egquivalent and has at least two thousand
£light hours.

Nelson indicated that Zacarias Moussaoul, who me:
nei“her of the abeve criteria, had been in contact wich his company's
neadquzr=ers in Miami, Florida and had pald $§5,000-59,000 dellars In
cagsh for training on the Boeing 747 Meodel 400

alircrarft simulater.

§-3543-15 3543-15

Lkl

mnis document comtains neither recommendetions aor csnclusions of the FBI. It it the property ¢f the FEI
and is leaned to your agency; it and its contents are no% %o be distribuced cutszide your agency.

Azclansfudl by e, CTLU L, 05C, ER
on: o3lo/zze



e

-; What set Moussacui apart from all other students
Nelson's experience was that he had no eviation background, and
Nelsen's knowledge, nme pilot's license. Nelson alsc considered
odd that Mouszzoui indicacaed that a2ll he wizned teo Learm was how
taka off and land the 747 Mcdel 400, giving the rsason that this was
an "egc boosting thing'. At the time Nelson called FEI Minneapolls,
Mausgaoui had already received two days of classroom training and had
bean scheduled for 4-5 upcoming simulator sessions over the coursse of
the next few days.
Mousszoui had received his ground school instruction from 2 contract
{nstructor named Clarence Prevost, whe had also indicated that he
thought Mcussacul wag unusual.
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-Prevcst, who is 2 retired airline pilet with mere than
10,000 £light houzrs in & wide variety of aircraft, was - subsequently
interviewad regarding Moussacui. Prevost 15 a conmtract employese of
Pan Am whe travels to Minneapolis in order to train students. He has
been dcing so for several years and characterized Moussaoul az unlike
any other student with whom he has workad.

‘ At the time Pravost was interviewed, Moussaoul had
completed the greund scheol portion and performed cnme flight in & low
fldelity simulater with him. Prevost was awars that he had been
seheduled for several more sessions in the higher-fidelity simulators
in the next few days. Prevest noted that altheugh Moussacul lacked
aviation experisnce and knowledge, there wers certein 747-400 systems
in which he was particularly interestsd. Although Prevost himself
brought the subject up, he indicated Moussaoculi was axtremely
inrerastad in the airecraft doors and their operation. Pravest
indicated that Moussacui seemed surprised to leaxn that the doors

cznnot nermally be openad in flight because of the pressurization cf
the cabin of the sircraft.

The other system in which Mcussacul was interested
was the Modes Comtzrol Pamel (MCP), This is the pertion of the
airerafn's avionics suite which controls the aircraft when flying in
an automated mede and what allows the 747-400 Serieg alrcraft te Lhave
a two-person flight crew as cppesed co sarlier medels which reguired
zdditional pilets. Prevost indicated that at the time they &id cheir
one simulater session, Moussaoul already knew now to operats the MCP
from previcus study. Zfor informatien, Prevost indicated thatc the
level of autcomation previded by the MCP givas the 747-40C the abilocy
toc fly, navigate, and in some medes lznd in & fully avtomzced manner.

prevost stated that fox his upcoming high-fidality
simulater sessions, Moussaouil advised that he would "love" 2o fly a
simulated f£flight from Heathrow Airpert in' England, to John F. Rennedy
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ecurcs for this money. Minnespolis opines that Moussacul's income
from his self-described employment as & freelance telemarketer in the
UX would not be adequats to allew him te spend §8,300 for avistion
sraining of no wvalue to his stated goal of becoming a pilet.
Although Al-Attas indicated that he ig aware that Moussacuil receivas
meney from cverseas via a vank in Nermen, Oklahoma, he had ne
information as to the source.
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- Mougsacul was likewise unable o convineingly explain a trip te
Pakistan lasting from Decenber 2000 until February 2001, initially
informing Agents that this was for "personal reasons'. Ha later
indicated that he was in Pakistan attempting te find a wife.
Reciplents will note that Moussacui arrived in the U.S. only 1€ days
after leaving Pakistan, & country da-ermined threough other
Minneapolis investigatiens to be a conduit for persons-traveling tc

Afghanistan in order to provide oI receive terrerist training and
indoctrination. '

Informaticn provided by- a reliable scurce
with excellent acczss to the infermeticn reperted, indicated
+hat he/she is aware that Moussaoul had fully embraced the
doctrine of Radical Islamic Fundamentalism by 1895. Degpite
attempts to orient Moussaoui towards an Islam of tolermnce and
of mederstion by individuals close to him, he remained wholly
convinced of the need for Jihad (Holy Wer), maintained his
radical convictions, and continued to sprsad his message of
intolerance and hatred in saveral different countries. This
cource indicatad that Moussaocul has kraveled to Xuwait, Tuxrkey
and Afghenistan in cennection with this goal.

degcribed Moussaocul a= an individual whe

i{s extremely cynical, ccmpletely devots _and S
concerned with progressing that cause. epicted him as
a cold, stubbern man, capable BF nUrturing a Plan over saveral
menths, or even yesars, and of iciiiiting himself te this task

in all =lements of his lifs. haracterized Moussaoul as
2 gtrateglst and as being potentially very dangezcus.

Minneapclis believesg that Moussaocui was deceptive in
his answers regarding his reasons for being in the U.S. and their
imvelvement in terrorist activities. Further, Minneapelis is in
possession of intelligencs rhat Meussaoui is an Islamic extremist and
melieves that his training in the U.S. represents preparation fer
seme future act in furtherance these geals.

As Moussacul's training in Minnesora invelved
learning to tly the Boeing 747-400, Minneapolis believes that
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Moussaeui's plan invelved the use of am aircraft of this type. This
ieg especially true given his curzreant low level pf aviation
experienca. Moving Irom 50 hours of flight time in Cessma 132s %o

the 747=-400 is 2 pregression ipeconsistent with any legitimate flight
syaining curriculum.

=

While i% is not knewn if his physical training and
study ¢f martial arts are alsc conpected to this plan, such
preparations are consistant with faeilitating the viglent takeover of
a cemmercial aircraft.

Threat EEm

Minnespclis believes that Moussacul, Al-2ctas, and
others not. yet known were engaged in preparing to seize a Boeing 747-
400 in commission of a terrorist act. as Moussacui denisd reguasts
for consant tc search his belongings and was arrestad Lafere
sufficient evidence cf criminal activity was revealed, it is not
known how far advanced wersa his plans tc do so.

- Tt has been determined that the Franc}:q

ere willing to accept custody of Meussacui and have tha legal
authority to search his effects. Tk is not known what will be ‘
provided to the FBEI by French autherities in connection with their
investigation, mer is it lmown whether Moussaoui can be detained over
the long term since the majority of hig activities in support of
radical fundamentalist causes in recent yeazrs ara believed to have
cccurred outside France. ‘

Most significantly, it is unknown whather the French
authorities will havé the ability teC legally retain Mcussaculi's
preperty indefinitely, to include the flight mpnuals and materials
believed te be containsd on his laptop which peztain to his plan.
although Minneapclis belleves that these have been acguired to
facilicate his seizure of an aireraft, it is possible that they will
bae returned to Moussacui at the conclusion of any investigation
conducted by the French authoerities,

TF this occurs, Mcusaaoul may have the ability te
econtinue wita his plan to utilize a 747-400 for his own ends. FAA
will note that he has already received seme ground school instruectien
and that he had in kis possegsion saveral 247-400 manuals of which he
had already demongtrated xnewladgae. As the details of this plan ars
not yet fully known, it cannot be determined if Moussaoul has
sufficient knowledge of the 747-400 to attempt to exacute the seizure
of such an aircraft if he becomes frae ©o de so in the future.
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' Purther, Moussaocui has proven to be well Zunded and
nighly motivated iz pursuit of his goal. If released from French
custody, he therefcre may have the ability to centinue training

elsewhere until such time as he hazs acquired the necessery kncwledge
ro execut=e his plan.
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